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PO”Cy Enforcement — Agreement & Deployment models

Auditable network overlays
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Zhou X, Cushing R, Koning R, et al. Policy enforcement for secure and trustworthy data sharing in multi-domain infrastructures[C],
2020 IEEE 14th International Conference on Big Data Science and Engineering (BigDataSE). IEEE, 2020: 104-113.
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PO”Cy Enforcement — Agreement & Deployment models

Multi-domain application coordination
using Petrinets in smart contracts

March 07, 2022: Demonstrator Smart Contract controlled networks at OFC2022, San Diego. Link: OFC demo (dl4ld.nl)
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https://dl4ld.nl/2022-03-07/index.html

Modelling — Compliance Management Framework

) ‘ @ algorithm
Executable
Model of Actors |
result I c

eflint = :

| data
Executable Model Qiﬁ e e
of Regulations & . o
Contracts Analysis and Design Artifacts

Executable Modelling Framework

Mostafa Mohajeri Parizi, Thomas Van Binsbergen, Giovanni Sileno, and Tom Van Engers. Introducing Normative Advisors into MAS
(EUMAS2022)
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Modelling — Agent-based Framework
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Mostafa Mohajeri Parizi, Giovanni Sileno, Tom van Engers, and Sander Klous. 2020. Run, Agent, Run! Architecture and Benchmarking of
Actor-Based Agents. (AGERE 2020).
Mostafa Mohajeri Parizi, Giovanni Sileno, Tom van Engers. 2021. Seamless Integration and Testing for MAS Engineering. (EMAS 2021).
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Incentive Design — Regulations & Market rules
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Zhou X, Belloum A, Lees M H, et al. Costly incentives design from an institutional perspective: cooperation, sustainability
and affluence[J]. Proceedings of the Royal Society A, 2022, 478(2265): 20220393.

UVA - CCI Informatics Institute iM\S )|( 8



Overview of DL4LD

x(X x

National Law & |

o e mm Em mm em e e mew e mm mms A

Regulations
B R L | N e T (L e o o ot \\
Membershi
Market rules Organizati
| Dispute
Mer.nb?.r Resolution
Admission

Parameterization &

jauthorizations
Algorithm supplier(s)

\

1

Data supplier(s)

S S S S S S S S S S S - - - - -

________________________________________________________________________________________

UVA - CCI Informatics Institute iM\S )|( 9



Overview of DL4LD

National Law & |
Regulations
I// -------------------------------------------------------------- JEE e S T e \\
Secure Digital Marketplace Agreement | :
: pr—

Membership L RSty

Market rules Organizati

| Dispute
Member Resolution

Admission

i

Deployment
Models

|
| Algorithm supplier(s)

Deployment
Specification

S S S S S S S S S S S - - - - -

_________________________________________________________

UVA - CCI Informatics Institute S )|C 10



Host-based intrusion detection

Our system can identify threats from T £ |
(federated) machine learning 'L ; -
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An intruder in the system will try to
run an illegitimate or unauthorized
applications in the system.

The profilers and the classifiers will
need to work to detect this in real-
time.
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Compliance system architecture

Attack Database

Endpoint Execution Platform
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Scientific research achievements of DL4LD

March 07, 2022: Demonstrator Smart Contract controlled networks, OFC2022, San Diego.

Zhou X*, Belloum A, Lees M H, et al. Costly incentives design from an institutional perspective: cooperation, sustainability and
affluence[J]. Proceedings of the Royal Society A, 2022, 478(2265): 20220393.

Mohajeri Parizi M*, van Binsbergen T, Sileno G, van Engers T. Introducing Normative Advisors into MAS[C]//The 19t European
Conference on Multi-agent Systems, 2022.

Mohajeriparizi M*, Sileno G, van Engers T. Preference-Based Goal Refinement in BDI Agents[C]/Proceedings of the 21st
International Conference on Autonomous Agents and Multiagent Systems. 2022: 917-925.

Mohajeri Parizi M*, Sileno G, van Engers T. Seamless Integration and Testing for MAS Engineering[C]// International
Workshop on Engineering Multi-Agent Systems. Springer, Cham, 2021: 254-272.

Mohajeri Parizi M*, Sileno G, van Engers T. Declarative Preferences in Reactive BDI Agents[C].//International Conference on
Principles and Practice of Multi-Agent Systems. Springer, Cham, 2020.

Zhou X*, Cushing R*, Koning R, et al. Policy Enforcement for Secure and Trustworthy Data Sharing in Multi-domain
Infrastructures[C]//2020 IEEE 14th International Conference on Big Data Science and Engineering (BigDataSE). IEEE, 2020:
104-113.

Mohajeri Parizi M*, Sileno G, van Engers T, et al. Run, agent, run! architecture and benchmarking of actor-based
agents[C]//Proceedings of the 10th ACM SIGPLAN International Workshop on Programming Based on Actors, Agents,
and Decentralized Control. 2020: 11-20.
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