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Main problem statement
• There is lots of data out there that is not shared (99%)
• FAIR is typically not fair ;-), but limited by policy and/or law

– the A in FAIR is about access, trust is hard to implement across domains
• Organizations that normally compete have to bring data together to 

achieve a common goal/benefit!
• The shared data may be used for that goal but not for any other!
• Expected use is fine but unexpected use/mission creep…
• Data processed by alien algorithms in foreign data centers... Hmmm…

– How to organize data processing alliances?
– How to enforce policy using modern Cyber Infrastructure?
– How to translate law policy from strategic via tactical to operational level?
– What are the different fundamental data infrastructure models to consider?
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Big Data Sharing use cases placed in airline context 
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All for one and one for all
• All for one

– Many infrastructures centered around compute and 
workflows

• One for all
– Now we need to get a fluid data layer that frees data 

to be shared and used by (unforeseen) applications

• Efforts as FAIR and ScienceDMZ / DTN fabrics 
pave the way to solve the data problem that is 
also encountered by industry.



Approach
• Strategic:

– Translate legislation into machine readable policy
– Define data use policy 
– Trust evaluation models & metrics

• Tactical:
– Map app given rules & policy & data and resources
– Bring computing and data to (un)trusted third party
– Resilience

• Operational:
– TPM & Encryption schemes to protect & sign
– Policy evaluation & docker implementations
– Use VM and SDI/SDN technology to enforce
– Block chain to record what happened (after the fact!)



IETF: Common Open Policy Service (COPS)

• Rfc 2748, 2753, 4261
________________                        ____________________
|                |                      |                    |
|  Network Node  |  Policy Server       |    Network Node    |
|    _____       |      _____           |  _____      _____  |
|   |     |      |     |     |          | |     |    |     | |
|   | PEP |<-----|---->| PDP |          | | PEP |<-->| PDP | |
|   |_____|      |     |_____|          | |_____|    |_____| |
|    ^           |                      |                    |
|    |    _____  |                      |____________________|
|    \-->|     | |
|        | LPDP| |
|        |_____| |
|                |
|________________|
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Secure Digital Market Place Research
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Open research questions



How do we ensure security in 
these large distributed 

environments?



Multi domain: Remote NFV



Multi domain: Remote network functions

Please run this VNF
for me.



Multi domain: blocking close to source

Please, filter traffic from
bad actors Please filter traffic from 

bad actor

R. Koning, G. Polevoy, L. Meijer, C. de Laat
and P. Grosso . "Approaches for 
Collaborative Security Defences in Multi 
Network Environments.” In: CSCloud 2019.



How do we scale the virtual 
network functionalities in the 

different sites?



Pod scalability/policy scalability

S. Shakeri, N. van Noort and 
P.Grosso
Scalability of Container Overlays for 
Policy Enforcement in Digital 
Marketplaces
In: Cloudnet 2019



How do we control/steer network 
traffic in these environments?



P4 programmability

Hop recording Logging forwarding state

S. Knossen, J. Hill and P.Grosso
Hop Recording and Forwarding State Logging: Two 
Implementations for Path Tracking in P4
In: INDIS 2019



Segment routing



Conclusions, Info, Acknowledgements, Q&A
• Data hindered by risk of unexpected use, lack of trust
• Using market principles, enforcement and determining incentives and 

value in the data life cycle to make data flow
• More information:

– http://delaat.net/dl4ld http://delaat.net/epi
– https://www.esciencecenter.nl/project/secconnet
– https://towardsamdex.org
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Subject: Statement of co-funding by the private partner(s) 

City of Amsterdam 
p/a Ger Baron 
Amstel 1 
1011 PN Amsterdam 
g.baron@amsterdam.nl

Date: Feb. 24th 2017 

Dear Sir/Madam, 

Subject to successful completion of the Project Agreement, with all terms and conditions agreed by all 
contributors to the project, and if our proposal is honoured by NWO, I hereby promise to NWO the 
contribution which the City of Amsterdam will make for the project proposal for the Big Data: real 
time ICT for Logistics call entitled DaL4LoG. 

The principal applicant for this proposal is dEK 
The amount of the cash contribution is €100.000 
The amount of the in-kind contribution represents a value of €40.000, quantified in accordance with 
the guidelines in the Call for Proposals, annex 6.2. 

The in-kind contributions concerns the following works: 
- Participation in proposal defined project activities and workshops 
- Providing necessary data and access to data 
- Providing feedback on potential use cases and applications 

Yours sincerely, 

Ger Baron 
Chief Technology Officer 
City of Amsterdam 
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N:O  W.D.Y. DU. G. (AULDQ) SWHHQEUXJJHQ,  
GLUHFWHXU N:O-GRPHLQ E[DFWH HQ NDWXXUZHWHQVFKDSSHQ (EN:)  
 
 
 
FURP: 
ORACLE NHGHUODQG B9  
HHUWRJVZHWHULQJ 163-167  
3543 AS 8WUHFKW 
 
 
8WUHFKW, 23 IHEUXDUL 2017 
LETTER OF COMMITMENT µcaOO BLJ DaWa: UHaO WLPH ICT IRU LRJLVWLcV¶ 
 
:LWK WKLV OHWWHU I GHFODUH RQ EHKDOI RI ORACLE NHGHUODQG B9 WKH LPSRUWDQFH RI WKH 
UHVHDUFK SURMHFW SURSRVDO FDOO BLJ DDWD: UHDO WLPH ICT IRU LRJLVWLFV , DDWD LRJLVWLFV 
4 LRJLVWLFV DDWD.  
 
ORACLE NHGHUODQG B9 ZLOO FRQWULEXWH LQ WHUPV RI LQSXW RI NQRZOHGJH DQG UHOHYDQW 
EXVLQHVV LQIRUPDWLRQ WR WKLV SURMHFW. OXU FRQWULEXWLRQ ZLOO FRQVLVW RI 200 KRXUV LQ NLQG 
FRPPLWPHQWV DW WKH UDWH RI PD[ 100 HXUR SHU KRXU WR D WRWDO YDOXH RI ¼ 20.000,- ZLWK 
UHVSHFW WR RXU SDUWLFLSDWLRQ LQ :P4. CRPPXQLW\ ZRUNVKRSV.  
 
:H KHUHE\ FRQILUP WR KDYH UHDG WKH N:O FUDPHZRUN IRU PXEOLF-PULYDWH PDUWQHUVKLSV, 
LQFOXGLQJ N:O'V UXOHV FRQFHUQLQJ IP DQG WKH WUDQVIHU RI NQRZOHGJH DV GHVFULEHG LQ WKH 
GRFXPHQW. II WKH SURMHFW ZLOO EH DSSURYHG DQG JUDQWHG, ZH DV D FRQVRUWLXP SDUWQHU ZLOO 
VKDUH UHVSRQVLELOLW\ IRU D SURPSW FRPSOHWLRQ RI D FRQVRUWLXP DJUHHPHQW LQ DFFRUGDQFH 
ZLWK WKH N:O FUDPHZRUN GRFXPHQW. 
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