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“Information technology (IT) now 
permeates all aspects of public, 

commercial, social, and personal life. 
bank cards, satnav, and weather 

radar... IT has become completely 
indispensable.”  

 
 

“But to guarantee the reliability and 
quality of constantly bigger and more 
complicated IT, we will need to find 

answers to some fundamental 
questions.” 

“Information technology (IT) now 
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bank cards, satnav, and weather 

radar... IT has become completely 
indispensable.”  

 
 

“But to guarantee the reliability and 
quality of constantly bigger and more 
complicated IT, we will need to find 

answers to some fundamental 
questions!” 



Reliable and Safe!	


This omnipresence of IT makes us not only strong but also 
vulnerable. 
•  A virus, a hacker, or a system failure can instantly send digital 

shockwaves around the world.  

The hardware and software that allow all our 
systems to operate is becoming bigger and more 
complex all the time, and the capacity of networks 
and data storage is increasing by leaps and 
bounds. 

We will soon reach the limits of 
what is currently feasible and 
controllable.  

http://www.knaw.nl/Content/Internet_KNAW/publicaties/pdf/20111029.pdf 
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Can we create smart and safe data processing 
infrastructures that can be tailored to diverse 

application needs? 	
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Mission	


Can we create smart and safe data processing infrastructures that 
can be tailored to diverse application needs? 	


•  Capacity	



–  Bandwidth on demand, QoS, architectures, photonics, performance	


•  Capability	



–  Programmability, virtualization, complexity, semantics, workflows	



•  Security	


–  Authorization, Anonymity, integrity of data in distributed data processing	



•  Sustainability	


–  Greening infrastructure, awareness	



•  Resilience	


–  Systems under attack, failures, disasters	



	





Reduction of Complexity by Integration ���
	



27ĎĎĎ.	
  ĈĔĒĕđĊĝĎęĞ	
  Ćēĉ	
  ĒĆęčĊĒĆęĎĈĘ

One	
  example	
  of	
  the	
  reduction	
  of	
  complexity	
  is	
  the	
  integration	
  of	
  numerous	
  networks	
  
that	
  currently	
  operate	
  independently	
  and	
  without	
  any	
  coordination,	
  sometimes	
  via	
  the	
  
very	
  same	
  cable.	
  By	
  combining	
  services	
  such	
  as	
  telephony,	
  television,	
  data,	
  and	
  comput-
ing	
  capacity	
  within	
  a	
  single	
  network,	
  we	
  can	
  cut	
  down	
  on	
  complexity,	
  energy	
  consump-
tion	
  and	
  maintenance,	
  provide	
  new	
  services,	
  and	
  make	
  the	
  overall	
  provision	
  of	
  services	
  
more	
  reliable.

There	
  are	
  also	
  many	
  questions	
  at	
  a	
  deeper	
  level.	
  How	
  can	
  we	
  describe	
  and	
  analyse	
  
complex	
  information	
  systems	
  effectively?	
  How	
  can	
  we	
  specify	
  and	
  measure	
  the	
  quality	
  
and	
  reliability	
  of	
  a	
  system?	
  How	
  can	
  we	
  combine	
  various	
  different	
  systems?	
  How	
  can	
  
we	
  design	
  systems	
  in	
  which	
  separate	
  processors	
  can	
  co-­‐operate	
  efϐiciently	
  via	
  mutual	
  
network	
  connections	
  within	
  a	
  much	
  larger	
  whole?	
  Can	
  we	
  design	
  information	
  systems	
  
that	
  can	
  diagnose	
  their	
  own	
  malfunctions	
  and	
  perhaps	
  even	
  repair	
  them?	
  How	
  can	
  we	
  
specify,	
  predict,	
  and	
  measure	
  system	
  performance	
  as	
  effectively	
  as	
  possible?

In	
  recent	
  decades,	
  Dutch	
  researchers	
  have	
  been	
  among	
  the	
   leaders	
   in	
   the	
   ϐield	
  of	
  
IT.	
  That	
  gives	
  this	
  country	
  a	
  sound	
  basis	
  for	
  achieving	
  new	
  breakthroughs,	
  not	
  only	
  in	
  
the	
  form	
  of	
  exciting	
  applications	
  but	
  also	
  by	
  ϐinding	
  answers	
  to	
  pressing	
  basic	
  scientiϐic	
  
questions.

By combining services such as telephony, television, data, and computing 
capacity within a single network, we can cut down on complexity, energy 
consumption and maintenance.  
•  How can we describe and analyze complex information systems effectively? 
•  How can we specify and measure the quality and reliability of a system? 

•  How can we combine various different systems? 
•  How can we design systems in which separate processors can co-operate 

efficiently via mutual network connections within a much larger whole? 

•  Can we design information systems that can diagnose their own 
malfunctions and perhaps even repair them? 

•  How can we specify, predict, and measure system 
performance as effectively as possible?  

http://www.knaw.nl/Content/Internet_KNAW/publicaties/pdf/20111029.pdf 

SNE addresses a.o. the highlighted questions! 
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… more realtime! 
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… more users! 

… more data! 

… more realtime! 

Speed 
Volume 

Deterministic 
Real-time 

Scalable 
Secure 



ATLAS detector @ CERN Geneve	



Henk 
Ingrid & 



ATLAS detector @ CERN Geneve	





Technol	


100000 flops/byte 

10 Pflops/s 





There 
is 

always 
a 

bigger 
fish	





GLIF 2011	

 Visualization courtesy of Bob Patterson, NCSA 
Data collection by Maxine Brown. 

We investigate:           for	


complex networks!	





LinkedIN for Infrastructure	


•  From semantic Web / Resource Description Framework. 
•  The RDF uses XML as an interchange  syntax. 
•  Data is described by triplets (Friend of a Friend): 

Object Subject 
Predicate 

Location	

 Device	

 Interface	

 Link	


name	

 description	

 locatedAt	

 hasInterface	



connectedTo	

 capacity	

 encodingType	

 encodingLabel	



Object 
Subject 

Subject 
Object 
Subject 

Object 
Subject 

Object 
Subject 



RDF describing Infrastructure���
“I want”	



content 
content 

RDF/CG!
RDF/CG!

RDF/ST!

RDF/NDL!

RDF/NDL!

RDF/VIZ!

RDF/CPU!

Application: find video containing x, 
then trans-code to it view on Tiled Display 



Automated GOLE + NSI 	
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UvA 
OpenNSA 
    AMS AA 
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NetherLight 
OpenDRAC 
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US-LHCnet 
OSCARS 

Thanks Jerry Sobieski 



I	
  want	
  to	
  

“Show	
  Big	
  Bug	
  Bunny	
  in	
  4K	
  on	
  my	
  Tiled	
  Display	
  using	
  
green	
  Infrastructure”	
  

	
  
•  Big	
  Bugs	
  Bunny	
  can	
  be	
  on	
  mulOple	
  servers	
  on	
  the	
  Internet.	
  
•  Movie	
  may	
  need	
  processing	
  /	
  recoding	
  to	
  get	
  to	
  4K	
  for	
  Tiled	
  Display.	
  
•  Needs	
  determinisOc	
  Green	
  infrastructure	
  for	
  Quality	
  of	
  Experience.	
  
•  Consumer	
  /	
  ScienOst	
  does	
  not	
  want	
  to	
  know	
  the	
  underlying	
  details.	
  

è	
  	
  His	
  refrigerator	
  also	
  just	
  works.	
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+	
  Machine	
  Learning	
  +	
  Reasoning	
  +	
  Scheduling	
  +	
  …	
  

…	
  	
  	
  …	
  



TimeLine	
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Conclusion	



I want a MiS system! 

Catchphrase first used in 
"Encounter At Farpoint" (28 
September 1987) by Gene 
Roddenberry, and thereafter 
used in many episodes and 
films, instructing a crew 
member to execute an order. 



Need for GreenIT	





Greening the Processing System	





ECO-Scheduling	





Education- Master SNE	


•  Open Source aanpak	



•  Based on open and non-discriminatory standards	


•  Privacy and Security	


•  Digital security & forensics	


•  Advanced Internet infrastructure	


•  Master closely related to the research group!	



J  He took 
J  notice of us!  





HR (fte’s)	
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Strategic Research Focus Shift (fte’s)	
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SNE Human Resources	



Computing	


&	


Networks	



Monitor	


&	



Control	



	


Programming	



&	


Complexity	





SNE Human Resources	



Computing	


&	


Networks	



Monitor	


&	



Control	



	


Programming	



&	


Complexity	



De Laat	


Grosso	


Meijer	


Varbanescu	



Bubak	


Belloum	



	


Adriaans	



&	


Klint	





SNE Human Resources	



Computing	


&	


Networks	



Monitor	


&	



Control	



	


Programming	



&	


Complexity	



De Laat	


&	


Grosso	



Meijer	


Bubak	



Belloum	



	


Adriaans	



&	


Klint	



Master SNE	


20-40 stud/year	



Koymans	


de Laat, Grosso, Belloum	



	



Master SE	


60-70 stud/year	


Klint, Dekkers	



Master CS – HPC, Grosso, Meijer, Belloum	



Bachelor Informatica, Grosso & Belloum	





Waves in the press	



Gezamenlijk persbericht Universiteit van Amsterdam en 
Trans Link Systems 

Vrij reizen mogelijk door fout in software voor kaartlezers 
wegwerp OV-rittenkaart. 

 
Studenten van de Universiteit van Amsterdam (UvA) hebben tijdens hun 
afstudeeronderzoek een fout ontdekt in de beveiligingssoftware voor papieren 
wegwerpkaarten voor het openbaar vervoer. Door deze fout konden bepaalde kaarten 
opnieuw worden gebruikt. De betrokken openbaar vervoerbedrijven nemen 
maatregelen.  
 
De studenten van de Masteropleiding System and Network Engineering ontdekten 
tijdens een beveiligingsonderzoek dat door een softwarefout in de kaartlezer van de 
poortjes papieren wegwerpkaarten kunnen worden gemanipuleerd en opnieuw gebruikt. 
Het probleem werd niet veroorzaakt door de wegwerpkaart zelf, maar door de software 
in bepaalde kaartlezers op metrostations waar de geldigheid van wegwerpkaarten wordt 
gecontroleerd.  

June 2007 



Nov 2012	





SNE-Master	

•  RP’s	


–  2005-21 Beveiliging banktransacties.	


–  2005-30 SURFnet Intrusion Detection System (IDS).	


–  2006-22 Beveiliging grote overheids organisatie: CERT procedures.	


–  2006-24 Beveiliging grote overheids organisatie: Vertrouwd Toegangspad.	


–  2007-32 Veiligheid van update mechanismen.	


–  2007-41 Onderzoek naar de beveiliging van de wegwerp OV ritten kaart.	


–  2008-18 Security and Reliability of Automated Waste Registration in The Netherlands.	


–  2008-22 Detection of peer-to-peer botnets.	


–  2008-33 Slimme meters.	


–  2008-41 Security en privacy in het Landelijk Schakelpunt.	


–  2009-02 Online Banking: Attacks & Defences.	


–  2009-07 Browser Security.	


–  2009-41 The DFRWS 2009 Challenge.	


–  2010-07 Modern Age Burglars.	


–  2010-15 Horse-ID.	


–  2010-34 GPU-based password cracking.	


–  2011-43 Passive LAN information gathering.	


–  2011-08 PersLink Security.	


–  2012-26 Visualizing attacks on honeypots.	





The constant factor in our field is Change!	


	



The 50 years it took Physicists to find one particle, the Higgs, 
we came from:	



“Fortran goto”, Unix, c, SmallTalk, DECnet, TCP/IP, c++,  
Internet, WWW, Semantic Web, Photonic networks, Google, 

grid, cloud, Data^3, App	


to:	



 DDOS attacks destroying Banks and Bitcoins.	


	



Conclusion:	


Need for Safe, Smart, Resilient Sustainable Infrastructure.	





Master SNE on top!	


Keuzegids masters 2013 



Thanks!	




